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VQ\XN\ENTO,Q
oty U.S. Department of Housing and Urban Development
Office of Public and Indian Housing
SPECIAL ATTENTION OF: NOTICE PIH-2015-06
Directors of HUD Regional and Field
Offices of Public Housing; Issued:  April 23, 2015

Public Housing Agencies that
Receive Funds under Any Public and
Indian Housing Program Expires: Effective until

amended, superseded, or
rescinded

Cross References:
PIH 2014-10, PIH 2010-15

Subject: U.S. Department of Housing and Urban Development (HUD) Privacy Protection
Guidance for Third Parties

1)

2)

Purpose: This notice informs all public housing agencies (PHAs) about their responsibilities
for safeguarding personally identifiable information (PII) required by HUD and preventing
potential breaches of this sensitive data. HUD is committed to protecting the privacy of
individuals’ information stored electronically or in paper form, in accordance with federal
privacy laws, guidance, and best practices. HUD expects its third party business partners,
including Public Housing Authorities, who collect, use, maintain, or disseminate HUD
information to protect the privacy of that information in accordance with applicable law.

PIH 2014-14 is being revised to include guidance to assist PHA system administrators and
users to fulfill their requirements for information technology security awareness training.

Background: Section 6 of the Housing Act of 1937, the Privacy Act of 1974, 5 U.S.C. §
552a (Privacy Act), The Freedom of Information Act (FOIA), 5 U.S.C. § 552, and Section
208 of The E-Government Act are the primary federal statutes that limit the disclosure of
information about public housing residents and recipients of the Housing Choice Voucher
program. In addition, the Housing and Community Development Act of 1987, 42 U.S.C. §
1437d (q)(4), 42 U.S.C. § 1437d (t)(2), 42 U.S.C. § 3543, and the Stewart B. McKinney
Homeless Assistance Act of 1988, 42 U.S.C. § 3544, further regulate the treatment of this
information.

a) General HUD program requirements are set forth in 24 C.F.R. Part 5, Subpart B,
Disclosure and Verification of Social Security Numbers and Employer Identification
Numbers: Procedures for Obtaining Income Information. Subpart B enables HUD and



b)

d)

PHAs to obtain income information about applicants and participants in the covered
programs through computer matches with State Wage Information Collection Agencies
(SWICAs) and Federal agencies, in order to verify an applicant’s or participant’s
eligibility for or level of assistance.

i) Restrictions on Use of Income Information Obtained from SWICA and Federal
Agencies. The restrictions of 42 U.S.C. 3544(c)(2)(A) apply to the use by HUD or a
PHA of income information obtained from a SWICA and the restrictions of 42 U.S.C.
3544(c)(2)(A) and of 26 U.S.C. 6103(1)(7)(C) apply to the use by HUD or a PHA of
income information obtained from the Internal Revenue Service or the Social
Security Administration.

The Privacy Act and other requirements for grants and contracts is spelled out in 24
C.F.R. 5.212 which states:

i) Compliance with the Privacy Act. The collection, maintenance, use, and
dissemination of SSNs, EINs, any information derived from SSNs and Employer
Identification Numbers (EINs), and income information under this subpart shall be
conducted, to the extent applicable, in compliance with the Privacy Act (5 U.S.C.
552a) and all other provisions of Federal, State, and local law.

Privacy Act Notice. All assistance applicants shall be provided with a Privacy Act
notice at the time of application. All participants shall be provided with a Privacy Act
notice at each annual income recertification.

The Federal Acquisition Regulation (FAR), 48 C.F.R. 24.104, sets forth that compliance
with the requirements of the Privacy Act be included in HUD contracts at clause 52.224-
2, which provides in part:

(a) The Contractor agrees to—
(1) Comply with the Privacy Act of 1974 (the Act) and the agency rules and
regulations issued under the Act ....

Similar language is included in all HUD Grant Agreements requiring the Grantee to
comply with the provisions of the Privacy Act of 1974 and the agency rules and
regulations issued under the Act. (See Attachments 1 and 2 for the above provisions)

Additional federal guidance on privacy protection is in OMB privacy-related memoranda,
including:

i) OMB M-01-05, Guidance on Inter-Agency Sharing of Personal Data — Protecting
Personal Privacy

ii) OMB M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-
Government Act of 2002



iii) OMB M-04-26, Personal Use Policies and —File Sharing Technology
iv) OMB M-05-08, Designation of Senior Agency Officials for Privacy
v) OMB M-06-15, Safeguarding Personally Identifiable Information

vi) OMB M-06-16, Protection of Sensitive Agency Information

vii) OMB M-06-19, Reporting Incidents Involving Personally Identifiable Information
and Incorporating the Cost for Security in Agency Information Technology
Investments

viii) OMB Memo, September 20, 2006, Recommendations for Identity Theft Related
Data Breach Notification Guidance

ix) OMB M-07-16, Safeguarding Against and Responding to the Breach of Personally
Identifiable Information

x) OMB M-14-04, FY 2013 Reporting Instructions for the Federal Information Security
Management Act and Agency Privacy Management (FISMA). FISMA requires
federal agencies to implement a mandatory set of processes designed to ensure the
confidentiality, integrity, and availability of system related information. FISMA
requires program officials, and the head of each agency, to conduct annual reviews
of information security programs, with the intent of keeping risks at or below
specified acceptable levels in a cost-effective, timely, and efficient manner.

e) Definitions
As used in this Notice, the following terms are defined as:

i) Personally Identifiable Information (PII). Defined in OMB M-07-16 as “. . .
information which can be used to distinguish or trace an individual’s identity, such as
their name, social security number, biometric records, etc. alone, or when combined
with other personal or identifying information which is linked or linkable to a specific
individual, such as date and place of birth, mother’s maiden name, etc.”

ii) Sensitive Personally Identifiable Information. PII that when lost, compromised or
disclosed without authorization could substantially harm an individual. Examples of
sensitive PII include social security or driver’s license numbers, medical records, and
financial account numbers such as credit or debit card numbers.

3) Guidance on Protecting Sensitive Privacy Information: The Privacy Act requires that
federal agencies maintain only such information about individuals that is relevant and
necessary to accomplish its purpose. The Privacy Act also requires that the information be
maintained in systems or records — electronic and paper — that have the appropriate



administrative, technical, and physical safeguards to protect the information, however
current. This responsibility extends to contractors and third party business partners, such as
Public Housing Authorities, who are required to maintain such systems of records by HUD.

a) Contractors and third party business partners should take the following steps to help
ensure compliance with federal requirements:

i) Security Awareness and Privacy Training

(1) The National Institute of Standards and Technology (NIST) publishes templates
and guides for what security awareness trainings should entail in order to be
FISMA compliant. These guidelines focus on the following key aspects:

Confidentiality - Protecting information from unauthorized access and
disclosure.

Integrity - Assuring the reliability and accuracy of information and IT
resources by guarding against unauthorized information modification or
destruction.

Availability - Defending information systems and resources to ensure timely
and reliable access and use of information. As such, systems are vulnerable to
misuse, interruptions and manipulation.

Threat- A threat in the case of IT security is the potential to cause
unauthorized disclosure, unavailability, changes, or destruction of protected
information.

Vulnerability- Any flaw or weakness that can be exploited and could result in
a breach or a violation of a system’s security policy

Risk is the likelihood that a threat will exploit vulnerability.

Controls are policies, procedures, and practices designed to decrease the
likelihood, manage the impact, or minimize the effect of a threat exploiting a
vulnerability

(2) Additionally, the NIST provides publications for reference on Building an
Information Technology Security Awareness and Training Program and Security and

Privacy Controls for Federal Information Systems and Organizations

(3) PHASs should maintain adequate documentation that supports the training for all
staff as well as maintain auditable records of training completion. Although there
is not required reporting on the training, Office of Field Operations personnel may
spot-check compliance on on-site visits.

ii) Limit Collection of PII

(1) Do not collect or maintain sensitive PII without proper authorization. Collect only
the PII that is needed for the purposes for which it is collected.

(2) Consistent with the provisions of this Notice, PHAs may enter into agreements (or
in some cases be required) to provide PII to legitimate researchers under contract



or other agreement with HUD to support studies on the effects and operations of
HUD programs. Further, HUD encourages PHAs to supply PII to other legitimate
researchers who do not have contracts or other agreements with HUD in support
of such studies, so long as the PHA in question has taken reasonable precautions
to prevent disclosure of PII outside of the research team. Such reasonable
precautions generally involve written agreements between the PHA and one or
more researchers that specify the legal obligations of the latter to protect PII from
disclosure.

iii) Manage Access to Sensitive PII

(1) Only share or discuss sensitive PII with those personnel who have a need to know
for purposes of their work. Challenge anyone who asks for access to sensitive PII
for which you are responsible.

(2) Do not distribute or release sensitive PII to other employees, contractors, or other
third parties unless you are first convinced that the release is authorized, proper
and necessary.

(3) When discussing sensitive PII on the telephone, confirm that you are speaking to
the right person before discussing the information and inform him/her that the
discussion will include sensitive PII.

(4) Never leave messages containing sensitive PII on voicemail.

(5) Avoid discussing sensitive PII if there are unauthorized personnel, contractors, or
guests in the adjacent cubicles, rooms, or hallways who may overhear your
conversations.

(6) Hold meetings in a secure space (i.e., no unauthorized access or eavesdropping
possible) if sensitive PII will be discussed and ensure that the room is secured
after the meeting.

(7) Treat notes and minutes from such meetings as confidential unless you can verify
that they do not contain sensitive PII.

(8) Record the date, time, place, subject, chairperson, and attendees at any meeting
involving sensitive PII.

iv) Protect Hard Copy and Electronic Files Containing Sensitive PII

(1) Clearly label all files containing sensitive PII by placing appropriate physical
labels on all documents, removable media such as thumb drives, information
systems, and application. Examples of appropriate labels might include —For
Official Use Only or —For (Name of Individual/Program Office) Use Only.



(2) Lock up all hard copy files containing sensitive PII in secured file cabinets and do
not leave unattended.

(3) Protect all media (e.g., thumb drives, CDs, etc.,) that contain sensitive PII and do
not leave unattended. This information should be maintained either in secured file
cabinets or in computers that have been secured.

(4) Keep accurate records of where PII is stored, used, and maintained.

(5) Periodically audit all sensitive PII holdings to make sure that all such information
can be readily located.

(6) Secure digital copies of files containing sensitive PII. Protections include
encryption, implementing enhanced authentication mechanisms such as two-
factor authentication, and limiting the number of people allowed access to the
files.

(7) Store sensitive PII only on workstations that can be secured, such as workstations
located in areas that have restricted physical access.

Protecting Electronic Transmissions of Sensitive PII via fax, email, etc.

(1) When faxing sensitive PII, use the date stamp function, confirm the fax number,
verify that the intended recipient is available, and confirm that he/she has received
the fax. Ensure that none of the transmission is stored in memory on the fax
machine, that the fax is in a controlled area, and that all paper waste is disposed of
properly (e.g., shredded). When possible, use a fax machine that uses a secure
transmission line.

(2) Before faxing PII, coordinate with the recipient so that the PII will not be left
unattended on the receiving end.

(3) When faxing sensitive PII, use only individually-controlled fax machines, not
central receiving centers.

(4) Do not transmit sensitive PII via an unsecured information system (e.g., electronic
mail, Internet, or electronic bulletin board) without first encrypting the
information.

(5) When sending sensitive PII via email, make sure both the message and any
attachments are encrypted.

(6) Do not place PII on shared drives, multi-access calendars, the Intranet, or the
Internet.



vi) Protecting Hard Copy Transmissions of Files Containing Sensitive PII

(1) Do not remove records about individuals with sensitive PII from facilities where
HUD information is authorized to be stored and used unless approval is first
obtained from a supervisor. Sufficient justification, as well as evidence of
information security, must been presented.

(2) Do not use interoffice or translucent envelopes to mail sensitive PII. Use sealable
opaque solid envelopes. Mark the envelope to the person’s attention.

(3) When using the U.S. postal service to deliver information with sensitive PII,
double-wrap the documents (e.g., use two envelopes — one inside the other) and
mark only the inside envelope as confidential with the statement —To Be Opened
By Addressee Only.

vii) Records Management, Retention, and Disposition

(1) Follow records management laws, regulations, and policies applicable within your
jurisdiction.

(2) Ensure all Public Housing Authority locations and all entities acting on behalf of
the Authority are managing records in accordance with applicable laws,

regulations, and policies.

(3) Include records management practices as part of any scheduled oversight
protocols.

(4) Do not maintain records longer than required.
(5) Destroy records after retention requirements are met.

(6) Dispose of sensitive PII appropriately — use cross-cut shredders or burn bags for
hard copy records and permanently erase (not just delete) electronic records.

viii) Incident Response

(1) Supervisors should ensure that all personnel are familiar with reporting
procedures.

(2) Promptly report all suspected compromises of sensitive PII related to HUD
programs and projects to HUD’s National Help Desk at 1-888-297-8689.

ix) Contact Information
Inquiries about this notice should be directed to Matthew Steen, Privacy Liaison
Officer, Real Estate Assessment Center, Office of Public and Indian Housing, at
202-475-8933.



x) Paperwork Reduction Act. The information collection described in this Notice has
been approved by the Office of Management and Budget (OMB) under the
Paperwork Reduction Act (PRA) of 1995 (44 U.S.C 3520). In accordance with the
PRA, HUD may not conduct or sponsor, and a person is not required to respond to, a
collection of information unless the collection displays a currently valid OMB control
number.

/s/

Lourdes Castro Ramirez,
Principal Deputy Assistant Secretary for
Public and Indian Housing
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Bostonrolice

D EPARTMENT

Police Commissioner's Special Order
Number: SO 21-36

Date: 9/1/21

Post/Mention: Indefinite

SUBJECT: RULE 101, ORGANIZATIONAL STRUCTURE

Rule 101 Organizational Structure, is hereby issued superseding all previous rules, special
orders, memos and directives on this subject.

See Sections 9.0.1, 9.0.2 and 9.4.

Gregory P. Long
Superintendent In Chief
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Boston Police Department Rules and Procedures

Rule 101
September 1, 2021

ORGANIZATIONAL STRUCTURE

General Considerations: In order to maintain consistency throughout these Rules, whenever a
reference is made to a Commander or Director, it shall be understood that in cases where an
employee is assigned within a District or Division, it means the Commander or Director of the
District or Division. In cases where an employee is assigned to a Bureau Office, it means the
Bureau Chief. In cases where an employee is assigned to an Office that reports directly to the
Police Commissioner or the Superintendent-in-Chief;, the responsibility shall remain with the
head of the Office where the employee is assigned.

Sec. 1 Organization: The Boston Police Department is structured into a series of organizational
components that represent functional groupings of employees performing like activities. This
structure of the Department provides management with a means of assigning responsibility for
performance of a group of functions to a single supervisor or manager and clarifies to whom
specific employees are accountable.

Sec. 1.1 Operating Philosophy — Community Policing: Community Policing is the operating
philosophy and style of policing of this Department. Community Policing is defined as the police
and community sharing responsibility to ensure safe, secure, and livable neighborhoods. Police
Officers and the Department create partnerships with citizens and all relevant public and private
agencies to identify and successfully solve problems that engender crime, disorder and fear, and
that negatively impact the quality of life in a particular community. These problems are removed
through the pursuit of these strong partnerships and Department initiatives that balance
prevention, intervention, and enforcement. As these conditions are removed, the Department,
other agencies, and the public continue to work together to prevent new problems from arising.

Sec. 2 Table of Organization: The structure of the organization is management’s mechanism
for bringing together and coordinating resources to accomplish goals and objectives. The
structure of the Department can be expected to change with increases or reductions in resources
or when the strategies or priorities are altered. The Department has established a Table of
Organization that will be updated periodically to reflect these changes. A copy should be
maintained in the Rules and Procedures Manual and will be posted permanently in at least one
location in each District or Unit accessible to all members of the Department.

Sec. 3 Grades and Ranks: The many sworn ranks and civilian grades within the Boston Police
Department reflect the paramilitary structure of the organization. The Boston Police Department
is organized under the following ranks, grades or position titles:
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Police Commissioner

Sworn:

Superintendent-in-Chief
Superintendent

Deputy Superintendent

Captain or Captain Detective
Lieutenant or Lieutenant Detective
Sergeant or Sergeant Detective
Police Officer or Detective
Probationary Officer

Civilian:

Bureau Chief or Legal Advisor

Assistant Bureau Chief

Division Director

Deputy Division Director, Unit or Office Director
All Other Support Positions

Sec. 3.1 Commissioner’s Absence: Unless otherwise authorized by the Police Commissioner, or
upon the vacancy of his/her office without a temporary Police Commissioner having been
appointed, the Superintendent-in-Chief will serve as Acting Police Commissioner. If the
Superintendent-in-Chief is absent or otherwise unavailable to perform this duty, the
Superintendent, Bureau of Field Services will serve as Acting Police Commissioner. If the
Superintendent, Bureau of Field Services is absent or otherwise unavailable to perform this duty,
the Superintendent who has the most seniority, as determined by their date of appointment to the
rank of Superintendent, will serve as Acting Police Commissioner.

Sec. 3.2 Command and Control: In the absence of authorization from the Police Commissioner
to the contrary, and subject to the provisions of the succeeding sections of this rule, the senior
officer of the highest rank, as determined by his/her date of appointment to that rank, who is
present for duty at any place, or on any occasion, shall command.

Sec. 3.2.1 Special Service: For a special service, or for a specified period of regular service, the
Police Commissioner may designate an officer to take command without regard to seniority in
the same rank.

Sec. 3.2.2 Special Assignment Command: Nothing in this Rule, or elsewhere, shall authorize
any officer below the grade of Deputy Superintendent to take command, without authorization
from the Police Commissioner, of an Office, Bureau, Area, District, Division or Unit to which he
is not regularly assigned. Any officer designated by the Police Commissioner, the
Superintendent-in-Chief, a Superintendent or a Deputy Superintendent, to perform a special duty
in any part of the City shall be free to carry out their instructions without regard to the authority
of any other officer, even though such officer is their superior. An officer with such a special
duty to perform may direct specific action be taken by other officers, both Superior Officers and
subordinates.
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Sec. 3.2.3 District Authority: When service is to be performed wholly within a District, but
with the assistance of officers from other Districts, an officer of rank attached to the home
District and present for duty, shall have authority over an officer of the same rank, even though
senior by appointment to that rank, who is detailed from another District or Unit.

Sec. 4 Definitions: Throughout this Rule, various terms are used to describe functions and
groupings within the Department. The following is a list of these common terms and their
definitions:

Department: The Boston Police Department.

Bureau: The level of command responsible for coordinating and directing a major grouping of
like activities within the Department.

Area: An administrative level of command of the Bureau of Field Services, responsible for two
or more geographically defined Districts of the city.

Office: The level of command responsible for coordinating and directing a grouping of specific
interrelated functions within the Department.

Division: That portion of a Bureau or Office, which may or may not consist of Units, a Section
or Sections, which has responsibility for specific functions.

District: A geographical portion of an Area for which responsibility is assigned to a commander,
along with personnel and other resources in sufficient quantity to provide general police service
on a 24-hour basis.

Group: A part of an Area, District, Division or Office with personnel and resources assigned
ongoing responsibility for a particular function.

Unit/ Section: Personnel and resources of an Area, District, Division, Group or Office assigned
to perform a special task.

Platoon: A group of officers comprising the work force of a District or Specialized Unit for a
particular period of the day and containing its own supervisory and command officers.

Squad: A group of officers under the command of an officer of rank which, in a District, is
responsible for patrolling and policing of a neighborhood sector, sectors or beats. In a specialized
unit, a squad is responsible for an operational task.

Sector: A geographical area of the city defined by identified neighborhood and/or business
section boundaries of variable size within a District, responsibility for which is assigned to one
or more patrol units.
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Beat: A neighborhood, business section, or portion thereof within a District to which
responsibility for patrol purposes is assigned to one or more officers under the direction of a
Squad supervisor.

Team: A group of officers assigned patrol responsibility for a geographical area of a District; or,
a number of specially trained on-call personnel who are normally assigned throughout the
Department but who respond as a functioning unit to perform a specific task, e.g. Negotiation
Team, SWAT Team.

Sec. 5 Organizational Structure: The executive head of the Department is the Police
Commissioner. The Police Department is organized into the following Offices and Bureaus:
= Office of the Police Commissioner

= Office of the Superintendent-in-Chief

= Bureau of Field Services

= Bureau of Investigative Services

= Bureau of Professional Standards

= Bureau of Professional Development

= Bureau of Intelligence and Analysis

= Bureau of Administration and Technology

= Bureau of Community Engagement

= Office of the Legal Advisor

Office of the Police Commissioner

Sec. 6 Office of the Police Commissioner: The Police Commissioner is the Executive Head of
the Department and is responsible for the management, planning, direction and control of the
Department. In addition to the Police Commissioner’s administrative and support staff and the
Unit(s) listed below, the Offices and Bureaus which report directly to the Police Commissioner
are, the Office of the Superintendent-in-Chief, the Office of the Chief of Staff, the Bureau of
Professional Standards, the Office of Administrative Hearings, the Office of the Legal Advisor,
the Office of Labor Relations, and the Office of Staff Inspections.

Sec. 6.1 Office of the Chief of Staff: Assists the Police Commissioner with policy and planning
issues and with on-going operations of events, projects, and the Department’s goals and
initiatives.

Sec. 6.1.1 Dignitary Protection Unit: Provides security and protection for the Office of the
Mayor and the Office of the Police Commissioner, and visiting dignitaries and guests of those
two offices. This Unit reports to the Chief of Staff.

Sec. 6.1.2 Office of Research and Development: Acquires and manages external funding for
the Department; conducts research, development, and evaluation of crime prevention and
intervention programming; assists in crime analysis and acts as a clearinghouse for crime
statistics for the Department; conducts Department wide performance measurement and
benchmarking; and acts as a liaison with federal, state, and local law enforcement, community
and governmental entities.
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Sec. 6.2 Office of Staff Inspections: This Office has the primary responsibility to ensure
compliance with rules and procedures regulating court overtime and paid detail earnings.

Sec 6.2.1 Paid Detail Assignment Unit: Responsible for the assignment and oversight of paid
details through authorized vendors.

Sec. 6.2.2 Court Unit: Provides oversight of the activities of officers when appearing in court.

Sec. 6.3 Office of the Legal Advisor: This Office formulates legal opinions and provides legal
perspectives on policy matters. Also, provides legal advice to members of the Department;
represents the Department in selected civil litigation; presents cases where disciplinary charges
are brought against Department employees; defends the Department in employment related
matters.

Sec. 6.4 Office of Administrative Hearings: This Office has primary responsibility for
managing the schedule of hearings, ruling on pre- and post-hearing motions, and conducting pre
hearing conferences and disciplinary trial boards.

Sec. 6.5 Office of Labor Relations: This Office is responsible for representing the Police
Commissioner at employee collective bargaining negotiations, conferences and grievance
discussions and for assisting in the development of policies regarding labor relations and
negotiations.

Bureau of Professional Standards

Sec. 7 Bureau of Professional Standards, Office of the Chief: Reporting directly to the Police
Commissioner, this Bureau has responsibility for ensuring that the professional standards and
integrity of the Department and its members are maintained.

Sec. 7.1 Anti-Corruption Division: Reporting directly to the Bureau Chief, investigates
instances in which a City employee is reported or suspected of involvement in criminal activity
involving abuse of position and any other investigation at the direction of the Bureau Chief or the
Police Commissioner.

Sec. 7.2 Internal Affairs Division: Reporting directly to the Bureau Chief, oversees the Internal
Investigations Unit, the Recruit Investigations Unit and the Auditing and Review Unit.

Sec. 7.2.1 Internal Investigations Unit: Reporting directly to the Assistant Bureau Chief,
investigates incidents of alleged police misconduct; reviews complaint investigations to assure
that investigations are thorough and complete; analyzes all complaint data; and proactively
assists in the development of needed training modules. Coordinates the Department’s efforts
relative to the Early Intervention System (EIS) in those circumstances where intervention may
prevent subsequent problems or complaints. Reviews the investigative efforts of personnel
assigned to conduct recruit investigations.

Sec. 7.2.2 Recruit Investigations Unit: Reporting directly to the Assistant Bureau Chief,
conducts background investigations on all police recruit applicants and other Department
employees.
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Sec. 7.3 Auditing and Review Unit: Reporting directly to Bureau Chief, performs periodic
audits of specific functions within Units and Districts to assess their level of performance and
their compliance with Department policies and Rules and Procedures; makes recommendations
for the development or modification of organizational strategies and procedures.

Office of the Superintendent-in-Chief

Sec. 8 Office of the Superintendent-in-Chief: Reporting directly to the Police Commissioner,
the Superintendent-in-Chief is the highest-ranking police officer in the Department. The
Superintendent-in-Chief is responsible for the development, review, evaluation, and
recommendation to the Police Commissioner of policies, procedures, and programs necessary to
ensure the implementation of community policing and the effective delivery of police services to
the public. The Bureaus, Offices, and Units that report directly to the Superintendent-in-Chief
are, the Bureau of Field Services, the Bureau of Investigative Services, the Bureau of
Administration and Technology, the Bureau of Intelligence and Analysis, the Bureau of
Professional Development, the Bureau of Community Engagement, the Office of the Night
Superintendent, the Peer Support Unit, the Office of Family Assistance, the Office of Media
Relations and the Office of Multi-Media.

Sec. 8.1 Office of the Night Superintendent: Responsible for overseeing and supervising the
delivery of general and tactical police services during the first half (evening) and last half (night
or morning watch) tours of duty.

Sec. 8.2 Office of Family Assistance: Provides assistance to employees of the Department and
their families, active and retired, in coping with personal loss, crisis, and transition of sworn
personnel into retirement.

Sec. 8.3 Office of Multi-Media: Prepares illustrations, Department forms, graphic layouts,
crime scene sketches and other artwork as required by the various Units and Divisions of the
Department. Produces training and informational videos and provides videotaping services for
crime scene investigations, line-ups, demonstrations, and special events.

Sec. 8.4 Peer Support Unit: Responsible for rendering assistance and counseling to Boston
Police Officers.

Sec. 8.5 Office of Media Relations: This Office is responsible for keeping members of the
Department, general public, and news media informed of police activities by responding to
media and informational inquiries and through the preparation and dissemination of news
releases.

Bureau of Field Services
Sec. 9 Bureau of Field Services, Office of the Chief: The Bureau of Field Services has primary

responsibility for the implementation of Community Policing and the delivery of effective and
efficient police services to the community, as well as primary responsibility for the delivery of
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general, tactical police services and joint Bureau operations, unless otherwise directed by the
Police Commissioner.

Sec. 9.0.1 Homeland Security Unit (HSU): The HSU uses an all-hazard approach to prepare
the City of Boston for any type of large-scale critical incidents, natural disasters, and terrorist
attacks. This approach is designed to enable flexibility in response to mitigate the risk of harm
and to coordinate proactively with Boston Police Department’s traditional and non-traditional
partners. The Boston Police Department Homeland Security Unit (HSU) ensures that the Boston
Police Department obtains information and resources to prevent, and if necessary, respond to
terrorist attacks.

Sec. 9.0.2 Special Events Planning Unit: Prepares all operational and contingency plans for
special event taking place in the City of Boston.

Sec. 9.1 Special Operations Division: Special Operations is responsible for specialized patrol,
tactical, and selective enforcement operations.

Sec. 9.1.1 Tactical Operations: Responsible for providing specialized patrol, tactical, and
selective enforcement operations in situations requiring a high degree of specialized training
and/or equipment. Tactical Operations includes Mobile Operations Patrol, the SWAT Team, and
the Negotiation Team.

Sec. 9.1.2 Special Operations Support Group: The Commander of the Special Operations
Support Group represents the Commissioner and the BFS Superintendent on the City of Boston
Environmental Strike Team and, as requested, at various judicial and regulatory hearings and
procedures. The Group consists of the Harbor Patrol Unit, the Hazardous Materials Response
Unit, the Explosive Ordnance Unit, the Canine Unit, and the Commercial Vehicle Unit.

Sec. 9.2 Patrol Divisions: Responsible for the implementation of Community Policing and the
provision of all police services to residents and visitors to the city. For administrative purposes,
Districts are grouped into the following Areas, which, at the discretion of the Police
Commissioner, may be placed under the command of an Area Commander:

Area A 1s comprised of District A-1, District A-7 and District A-15. Area B is comprised of
District B-2 and District B-3. Area C is comprised of District C-6 and District C-11. Area D is
comprised of District D-4 and District D-14. Area E is comprised of District E-5, District E-13
and District E-18. District Commanders provide complete administrative and field supervision in
the Districts under their control and are responsible for meeting the needs of citizens and for
ensuring all functions and operations are performed in accordance with Department Rules and
Procedures.

Sec. 9.3 Field Support Division: Assists the Bureau Chief in supporting the Bureau’s primary
mission, assists in coordinating and managing resources for the implementation of Community
Policing, and monitors and governs the expenditure of grant money and overtime funds allocated to
the Bureau. The Division includes the Citywide Bicycle Unit and the Youth Violence Strike Force.
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Sec. 9.3.1 Citywide Bicycle Unit: This unit has a goal of decreasing criminal activity by
walking and riding bicycles in hot spot neighborhoods. The Unit is available for citywide
deployment based on Department need.

Sec. 9.3.2 Youth Violence Strike Force: The Strike Force’s goal is to reduce the criminal
activity and anti-social behavior of youthful offenders and youth gangs through directed and
community-based policing strategies.

Sec. 9.4 Street Outreach Unit (SOU): Promotes community-based outreach through
partnerships and collaboration to those affected by mental illness, substance use disorder and/or
homelessness in a professional, humane and supportive manner. The SOU aims to connect
individuals to services before they engage in criminal activity or public disorder.

Bureau of Investigative Services

Sec. 10 Bureau of Investigative Services, Office of the Chief: The Bureau oversees the activities of
the citywide investigative Divisions. The Bureau includes the Investigative Planning Unit, the Major
Case Division, the Criminal Investigation Division and the Family Justice Division.

Sec. 10.0.1 Investigative Planning Unit: Provides administrative and operational logistical
support to the Bureau Chief.

Sec. 10.1 Major Case Division: Responsible for conducting investigations of criminal activity by both
individuals and organized groups. The Division includes the following: The Special Investigations
Unit, the Drug Control Unit, the Financial Evidence Unit, and the DEA Task Force Unit. The
Division’s Support Group includes the Civil Rights Unit, the Fire Investigation Unit, the Auto Theft
Unit, the District Attorney’s Office Unit, the Licensed Premises Unit and the Sex Offender Registry
Information Unit.

Sec. 10.1.1 Special Investigations Unit: Responsible for conducting general and specialized
investigations of criminal activity by both individuals and organized groups.

Sec. 10.1.2 Drug Control Unit: Responsible for investigations of incidents of drug trafficking.
The Drug Control Unit includes Opioid Response Unit.

Sec. 10.1.3 Support Group: Includes the Civil Rights Unit, Fire Investigation Unit, the Auto
Theft Unit, the District Attorney’s Office Unit, the Licensed Premises Unit and the Sex Offender
Registry Information Unit.

Sec. 10.2 Criminal Investigation Division: Responsible for conducting general and specialized
investigations. The Division includes the Homicide Unit, the Fugitive Section and District
Detectives.

Sec. 10.2.1 Homicide Unit: At the direction of the District Attorney’s Office, investigates and prepares
cases on all homicides, suspicious deaths, serious assaults, and battered children cases in which the
victim is in danger of death, as well as the investigation of the sudden death of infants or those
apparently stillborn. Included in the Homicide Unit is the Fatal Collision Investigative Team (FCIT).
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Sec. 10.2.1.1 Fugitive Section: Reporting directly to the Homicide Unit Commander,
responsible for tracking and prosecuting persons wanted as Fugitives from Justice. The unit is
comprised of the Investigations/Rendition Squad and the Apprehension/HIDT Squad.

Sec. 10.2.2 District Detectives: Responsible for general investigations of crime committed
within the geographical boundaries of the respective districts to which they are assigned.

Sec. 10.3 Family Justice Division: Responsible for the Department’s response to, and
investigation of incidents of sexual assault and domestic abuse. The Division connects victims
and witnesses with services and support through the Children’s Advocacy Center of Suffolk
County and other service providers. The Division includes the Crimes Against Children Unit, the
Domestic Violence Unit, the Human Trafficking Unit and the Sexual Assault Unit.

Sec. 10.3.1 Crimes Against Children Unit: Responsible for the investigation of incidents of
crimes against children.

Sec. 10.3.2 Domestic Violence Unit: Responsible for the investigation of incidents of domestic abuse.
Sec. 10.3.3 Human Trafficking Unit: Responsible for investigation of incidents of human trafficking.

Sec. 10.3.4 Sexual Assault Unit: Responsible for the investigation of incidents of sexual assault.

Sec. 10.4 Forensic Division: Responsible for obtaining, preserving and analyzing physical
evidence for eventual court presentation and for assisting in the development of techniques and
procedures for effective crime scene search and criminal identification and apprehension. The
Forensic Group consists of the Firearms Analysis Unit, the Crime Lab Unit, the Latent Print
Unit, and the Crime Scene Response Unit.

Bureau of Professional Development
Sec. 11 Bureau of Professional Development, Office of the Chief: Responsible for providing
extensive training to all Department personnel, including student officers, in-service, and
specialized training. The Bureau includes the Academy Division, the Student Officers Group, the
Firearms Training Unit and the Police Cadet Unit.

Sec. 11.1 Academy Division: Responsible for recruit training, in-service training, promotional
training, specialized training and executive level management training.

Sec. 11.1.1 Student Officers Group: Comprised of student officers of the Academy Division.

Sec. 11.1.2. Firearms Training Unit: Responsible for recruit and in-service training in firearms.

Sec. 11.1.3 Police Cadet Unit: Police Cadets are assigned to the Bureau of Professional
Development’s Academy Division and are detailed to various Bureaus, Districts and Units for duty.
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Bureau of Administration and Technology

Sec. 12 Bureau of Administration and Technology, Office of the Chief: Assists with the
management, personnel, fiscal, maintenance, communication, and procurement functions
required for the Department to accomplish its mission.

Sec. 12.0.1 Administrative Collections Unit: Responsible for overseeing the collection and
processing of any administrative fees associated with false alarms, mooring fees and lost/stolen
Department property.

Sec. 12.0.2 Mail Services Unit: Responsible for collection, sorting, distribution, and delivery of
Department mail.

Sec. 12.1 Evidence and Supply Management Division: Responsible for supply and material
support of Department functions and evidence management. The Division includes the Central
Supply Unit, the Evidence Control Unit, the Records Center and Archives Section and the
Found/Abandoned Property Unit.

Sec. 12.2 Fleet Management Division: Responsible for the acquisition, repair, maintenance and
inventory of police vehicles and for evaluating all Departmental motor vehicle accidents and reports.

Sec. 12.3 Licensing and Public Services Division: Responsible for overseeing and setting
policy for the following Units in areas that govern the operation of hackney carriages and
sightseeing vehicles, the issuing of licenses approved by the Police Commissioner, the
maintenance and retrieval of incident and arrest records, and the monitoring of pawn shops. The
Division includes the Hackney Carriage Unit, the Licensing Unit, the Pawn Section, the Public
Services Unit, the Field Reports Section, and the Insurance Reports Section.

Sec. 12.4 Facilities Management Division: Responsible for the preparation of the capital budget
and the execution of the Capital Plan and for all maintenance and alterations of buildings. The
Division includes the Capital Projects and Planning Unit, the Facilities Maintenance Unit, the
Electrical Maintenance Section, and the Building Services Section.

Sec. 12.5 Human Resources Division: The Human Resources Division is responsible for
developing and implementing human resource policies, procedures and training programs for
Department personnel. The Division includes the Employment Services Unit, the Records
Management Unit, the Attendance Management Unit, the Occupational Health Unit, and the
Extended Leave Group. The Extended Leave Group includes the Medically Incapacitated
Section, the Extended Leave Section, the Suspended Section, the Administrative Leave Section,
and the Leave of Absence Section.

Sec. 12.6 Technology Services Division: This Division manages the Department’s technology
systems and radio communications infrastructure.

Sec. 12.6.1 Information Systems Group: Responsible for identifying, managing and supporting the
technology needs of the Department. The Group includes the Application Development and Support Unit,
the Desktop and Peripheral Support Unit, the Legacy Systems Unit, and the Network Management Unit.
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Sec. 12.6.2 Communications Group: Responsible for identifying, managing and supporting the
communications needs of the Department. This Group includes the Systems Management Unit,
the Voice and Video Unit, the In-Vehicle Install and Maintenance Unit, and the Engineering and
Frequency Unit.

Sec. 12.6.3 Video Evidence Unit: Responsible for the management and maintenance of the
BPD camera/video system. The VEU processes all requests for BPD camera system video that
involve BPD Districts, Units and BPD Facilities. The VEU is also responsible for the Body
Worn Camera management. maintenance, storage and retrieval of all Body Worn Camera
Video and related equipment.

Sec. 12.7 Finance Division: The primary responsibility of the Finance Division is to ensure
that the Department operates in compliance with the legally mandated budget adopted by the
City Council. The Units within the Finance Division include: Budget & Financial Reporting,
Grants, Contracts, Payroll, Central Cashier, Paid Details Payment, and the Data Entry Section.

Sec. 12.8 Operations Division: Responsible for the receipt of calls for assistance and for
directing the deployment of response units as called for by the community policing response
plan. The Division is also responsible for headquarters security. The Division includes the 9-1-1
Call/Dispatch Center, the Building Security Unit, the Stolen Car Unit, the Warrant Section, and
the Missing Persons Section.

Bureau of the Intelligence and Analysis

Sec. 13 Bureau of Intelligence and Analysis, Office of the Chief: Management responsibility
for implementing data and information fusion and facilitating the sharing of homeland security
related and crime-related information and intelligence. BIA manages the overarching process of
coordinating the flow of information across all bureaus of the department and across all levels
and sectors of government and private industry. Bureau efforts support risk-based, information
driven decision making and addresses immediate and/or threat-related circumstances and events
by producing real-time, actionable intelligence products.

The Bureau mission is to improve the ability to prevent criminal activity and safeguard our homeland.
The Boston Police Department, through BIA, is the managing authority of the Boston Regional
Intelligence Center — a Department of Homeland Security designated urban area fusion center.

Sec. 13.1 Division: Boston Regional Intelligence Center (BRIC): Responsible for coordinating a
regional intelligence capability in Boston and the surrounding Metropolitan area. The BRIC
collaborates with local, state and federal law enforcement, public safety and private sector resources
from the nine city UASI region for the purpose of preventing and responding to all threats, hazards
and crimes. The BRIC Division includes the Intelligence Group, Field Operations Group, Technical
Services Group, and the Critical Infrastructure and Support Services Group.

Sec. 13.1.1 Intelligence Group: Analytical component of the Bureau responsible for planning
and direction, data collection and processing, analysis and production, and dissemination. The
analytical process of the Intelligence Group drives the collection responsibilities of the Field
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Operations Group. Further responsibilities include developing and managing analytical search
tools, Intelligence databases, GIS tools and the Real Time Crime Center.

Sec. 13.1.2 Field Operations Group: Responsible for field collections, monitoring and review
of criminal activity and counter-terrorism. Develops leads into potential criminal enforcement
and provides that information to relevant units or outside agencies including the FBI Joint
Terrorism Task Force for enforcement action. Through involvement with other local, state,
federal and private sector partners, detectives facilitate the sharing of criminal intelligence to all
necessary entities including the US Department of Homeland Security and the National

Suspicious Activity Reporting Initiative. Field Operations Group provides resources to internal
and external emergency preparedness requirements and also manages the Bureau’s human
intelligence efforts.

Sec. 13.1.3 Technical Services Group: The Technical Services Group is the Boston Police
Department’s designated technical surveillance support entity. Responsibilities include training,
deploying, maintaining, and reporting on all use of sophisticated electronic investigative
equipment. Personnel will maintain and educate BPD users in the core competencies and
technical skill sets to assure mission readiness and expertise in the following areas: legal use,
deployment, installation and analysis of departmental GPS equipment, covert listening devices,
surveillance platform and associated equipment, covert camera and pole camera equipment, and
communication analysis and exploitation hardware and software. Group does not manage issues
related to the collection and/or disclosure of evidence.

Sec. 13.1.4 Critical Infrastructure and Support Services Group: Responsible for managing
an information and data protection program that enhances critical infrastructure information
sharing between the police department and the private sector. This Group is required to collect,
analyze and secure critical infrastructure data and protected systems, identify vulnerabilities and
develop risk assessments, and enhance recovery preparedness measures. Support services include
managing the security requirements involving classified rooms and the handling and storing of
classified materials as well as Bureau and departmental requirements specific to intelligence
based training and education.

Bureau of Community Engagement

Sec. 14 Bureau of Community Engagement, Office of the Chief: The Bureau is tasked with
implementing the Commissioner’s vision of community policing throughout the city and the
Department. The Bureau of Community Engagement will ensure that every District has a dedicated and
consistent community policing effort, concentrating on building relationships in neighborhoods where
they do not currently exist. The Bureau will further strengthen relationships and trust with community
and community partners; create new partnerships and initiatives with the community and other
agencies; and promote inclusion and diversity within the department, as well as working with
marginalized and disenfranchised populations.

The Bureau includes the School Police Unit, the Neighborhood Watch Unit and the Crime Stoppers Unit.

Sec. 14.1 School Police Unit: Coordinating with the Boston Public School Department, the unit’s goal
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is to ensure that full communication and collaboration exist between the Boston Public Schools Safety
Services Department and the Boston Police Department to promote a safe and secure school and
community.

Sec. 14.2 Neighborhood Watch Unit: Responsible for the coordination of Neighborhood Watch
groups and works with residents on issues related to crime and safety.

Sec. 14.3 Crime Stoppers Unit: Responsible for managing the anonymous crime tip hotline and
text-a-tip line, as well as proactive outreach to the community to report tips.

Gregory P. Long
Superintendent In Chief
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Police Commissioners EFIE'Eiﬂl Drder
Number: SO 21-14

DEPFPARTMENT

Post/Mention: Indefinite

SUBJECT: RULE 102 - THE CONDUCT AND GENERAL RIGHTS AND
RESPONSIBILITIES OF DEPARTMENT PERSONNEL, AMENDED

Rule 102, The Conduct and General Responsibilities of Department Personnel, is hereby amended
superseding all previous rules, special orders, memos and directives on this subject and is effective
immediately.

The amendments to this order include the following:

Section 9 has been amended to include gender identity.

Section 10, formatting only adjusted.

Section 31 has been corrected, per M.G.L., to amend the amount employees may contribute to a political
campaign.

Section 33, Employment Outside of the Department. This section was amended in Special Order 18-003.
Through this rule, the wording from that special order will be corrected on the Department’s web page.

Section 36, Criminal Complaints, Protective Custody, and Arrests has been amended.

Section 38, Situation Involving Off-duty Boston Police Officers and Civilians Occurring within the City of
Boston, has been amended.

Section 38A, Situations Involving Off-duty Boston Police Officers and Civilians Occurring outside the City of
Boston, is new.

Commanding Officers shall ensure that this order and the attached Rule are posted on Department bulletin
boards.

Gregory P. Long
Superintendent In Chief
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Boston Police Department Rules and Procedures

Rule 102
April 15, 2021

The Conduct and General Responsibilities of Department Personnel

This rule is re-issued as to the guidelines for the conduct of, as well as the personal rights and
responsibilities, of employees of the Boston Police Department. Its provisions are effective immediately,
superseding all previously issued rules, orders, memoranda, and directives regarding the personal
conduct of employees of the Department.

Sec. 1 DEFINITIONS: For the purpose of this rule, the following definitions will apply. Employee shall
mean all members of the Boston Police Department, both officers and civilian personnel. Force refers to
the sworn membership of the Department who are vested with full police powers. Officer means a sworn
Department member clothed with full police powers.

Sec. 2 GENERAL CONSIDERATIONS: Police officers are more visible to the community than most other
persons in government or public service. Public scrutiny, and sometimes public criticism, is directed not
only at police performance but also at the behavior of those who deliver police services. The establishment
of proper standards for police behavior must take into account not only the expectations of the citizen but
also the importance of respecting the individual rights of police employees. The Boston Police Department
recognizes that its employees have certain basic personal rights and restricts those rights only where
necessary to ensure the integrity of the Department and the highest quality of police service are maintained.

Sec. 3 CONDUCT: Employees shall conduct themselves at all times, both on and off duty in such a
manner as to reflect most favorably on the Department. Conduct unbecoming an employee shall include
that which tends to indicate that the employee is unable or unfit to continue as a member of the
Department, or tends to impair the operation of the Department or its employees.

Sec. 4 NEGLECT OF DUTY: This includes any conduct or omission which is not in accordance with
established and ordinary duties or procedures as to such employees or which constitutes use of unreasonable
judgment in the exercising of any discretion granted to an employee.

Sec. 5 MAINTAINING DEPARTMENT RULES AND PROCEDURES: Employees of the Department
shall sign a receipt for a copy of this and all other subsequent Rules and Procedures of the Department as
they are promulgated. Employees shall maintain their copies of the Rules and Procedures of the
Department in the binder provided and shall be prepared to produce their binder for the examination or
inspection by the members of the Staff Inspection Division or any superior officer or supervisor upon
reasonable notification. In addition, employees shall be responsible for knowledge of, and full compliance
with, all Rules and Procedures of the Department that apply to their duties. District and unit commanders
shall return the signed acknowledgments of the receipt of Department Rules and Procedures to the Office
of Staff Inspections after all personnel under their command have signed the receipt list.

Sec. 6 ACCOUNTABILITY: Superior officers and supervisors shall be held accountable for the actions of

all subordinates subject to their authority and under their command.

Sec. 7 RESIDENCE AND TELEPHONE: Except as otherwise provided by law, all officers of the Department
shall live in the City of Boston. All employees of the Department shall report their places of residence and
their telephone number to the Commanding Officer or supervisor of the Bureau, Division, District, Unit or



Appendix C

Office to which they are assigned. They shall also report to that person any change of residence or telephone
number within twenty-four (24) hours after such change. The procedures which follow are instituted to
standardize the process for all Department employees reporting a change of their name, address, telephone
number or tax withholdings and to ensure compliance with Internal Revenue Service record keeping
regulations.

A. Reporting Changes in Names, Addresses, Telephone Numbers and Tax Withholdings: Any employee who
reports a change of their name, address or telephone number shall do so only on BPD Form #2785. Changes in
tax withholdings shall be made by filling out the federal W-4 and/or the state M-4 form. All changes of name,
address and/or tax withholdings shall be processed as outlined below, using the appropriate required form,
depending upon whether the employee is submitting a change of name, address, telephone number and/or tax
withholding:

- If an employee needs to report a change of name, that employee must submit a completed BPD Form
2785 and an original Department of the Treasury Internal Revenue Service Form W-4 to their
Commander/Director;

+ If an employee needs to report a change of address, that employee must submit a completed BPD Form
2785 and an original Department of the Treasury Internal Revenue Service Form W-4 to their
Commander/Director;

+ If an employee needs only to report a change of telephone number, that employee must simply submit

a completed BPD Form 2785 to their Commander/Director; * If an employee needs only to make a

change of federal tax withholding, that employee must submit an original Department of the Treasury

Internal Revenue Service Form W-4 to their Commander/Director; and

+ If an employee needs only to make a change of state tax withholding, that employee must submit an
original Massachusetts Employee’s Withholding Exemption Certificate Form M-4 to their
Commander/Director. NOTE: The state Form M-4 is only required for making changes in state tax
withholding and is not required for a name or address change.

B. Responsibilities of Commanders/Directors: Commanders/Directors shall review all forms for
completeness prior to signing them and shall ensure that all original forms are immediately forwarded to
the Employee Records and Central Attendance Management Unit, Human Resources Division.

C. Responsibilities of the Employee Records and Central Attendance Management Unit: Upon receipt of
the required forms (BPD Form 2785, W-4 and/or M-4), the Employee Records and Central Attendance
Management Unit shall process the forms as follows:
* The original BPD Form 2785 shall be “time/date stamped” and placed in the employee’s Personnel
Record, along with a copy (if applicable) of the W-4 tax form and/or M-4 tax form,;
* The original W-4 tax form (and/or M-4 tax form) shall be mailed to the Payroll Department at City
Hall, along with a copy of the BPD Form 2785 (if applicable); « A copy of the BPD Form 2785 shall
be forwarded to the Director, Human Resources Division; and
* A copy of the BPD Form 2785 shall be forwarded to the Data Processing Unit.
Sec. 8 DIRECTIVES AND ORDERS: Employees shall obey and comply with all rules, orders and other
directives of the Department whether transmitted verbally or in writing. Employees shall obey all orders of a
superior officer or supervisor.

Improper Orders:

An employee, given an order which he believes to be improper or not in accordance with Department rules,
must obey the order. He may then appeal the matter to his commanding officer, and if the matter is not
resolved at that level, it may be appealed through the chain of command to the Police Commissioner.
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Conlflicting Orders:

An employee given an order which conflicts with Department rules and/or policies or with a previous order
from a higher authority, shall promptly and respectfully call the conflict to the attention of the superior officer
or supervisor giving the order. If the superior officer or supervisor does not withdraw or change his order to
avoid the conflict, the order shall be binding upon the employee unless or until it is specifically countermanded
by an officer or supervisor of higher rank.

Sec. 9 RESPECTFUL TREATMENT: Employees shall, on all occasions, be civil and respectful, courteous
and considerate toward their supervisors, their subordinates and all other members of the Department and
the general public. No employee shall use epithets or terms that tend to denigrate any person(s) due to their
race, color, creed, gender identity or sexual orientation except when necessary in police reports or in
testimony.

Sec. 10 REPORTING FOR DUTY: A. Employees shall report for duty at the time and place specified by their
superior officer or supervisor and shall be physically and mentally fit to perform their duty. They shall be
properly equipped and cognizant of the information required for the proper performance of duty so that they
may immediately assume their duties. They shall acquaint themselves with all matters occurring since their last
tour of duty which affect their responsibilities and be accountable for compliance with all new orders, rules,
bulletins and circulars.

B. No officer shall work or be permitted to work more than the equivalent of two (2) tours of duty or
more than eighteen (18) hours in any given twenty-four (24) hour period. This shall include all hours
worked (including, but not limited to regularly scheduled tour of duty, overtime, court time, paid details,
working in (W/I), union business, outside employment). However, if an Officer is ordered to work an
assignment that will put the officer beyond the Eighteen (18) hours due to the operational needs of the
Department, the following shall apply:
1. The Officer is required to immediately notify the supervisor ordering him to work that the ordered
overtime will cause the officer to exceed eighteen (18) hours in a twenty-four (24) hour period.
Additionally, the Officer shall notify the supervisor of any court summons for which the officer is
required to appear the next morning. Officers already approaching the 18 hour limitation and already
summonsed to court the following morning shall not be considered for overtime, unless the
to-be-ordered list is exhausted.
2. The Officer shall submit a Form 0069-BAT-0615 to the ordering supervisor documenting the hours
worked and hours scheduled to be worked (i.e., copy of overtime and/or detail slip). 3. The ordering
supervisor must complete a Form 0069-BAT-0615 documenting (in detail) the reason why that officer
was required to work the ordered overtime causing them to work beyond 18 hours.
If the supervisor determines that the Officer is still required to work (after considering the hours already
worked and the hours to be worked in the future including court summonses, and in order to ensure that the
Officer is properly rested after working beyond the eighteen (18) hours in any given twenty-four (24) hour
period), the following applies:

1. Following that ordered overtime, there must be eight (8) hours of relief or scheduled time off prior
to reporting for any work. Officers receiving relief time should use the appropriate code
designating their relief time. During this relief time, the officers may not work any assignment,
including, but not limited to regularly scheduled tour of duty, overtime, paid details, working in
(W/1), union business, outside employment). Under no circumstance will an officer get more than
eight hours of relief.

2. The ordering supervisor shall notify the Commanding Officer, the relieving Supervisor and the
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Chief Clerk’s office by email of any officers affected by this order to ensure that appropriate
staffing levels are maintained. For officers receiving the eight (8) hours of relief time, the
paperwork submitted must contain the following items and shall be forwarded to the
Commanding Officer, with a copy left for the Clerks to note the relief on the BAT:

a. Form 0069-BAT-0615
b. To-be-ordered list
c. c. supporting documents (i.e., copy of overtime and/or detail slip).

3. Commanding Officers will forward copies of all reports (i.e. overtime slips, detail slips, W/I
slips, to-be ordered list and all other relevant documents) to the Bureau Chief of the officer
who will be receiving the relief time.

C. No officer shall work more than ninety (90) hours in one (1) week, from 8:00 AM Saturday until 8:00 AM
the following Saturday. These hours shall include all hours worked (i.e. regularly scheduled tour of duty,
overtime, court time, paid details, compensatory time, union business, outside employment). Any tour of duty
missed due to illness or injury, suspension or administrative leave shall also be included in the calculation of
the total of hours worked for the week.

*#**For purposes of calculating relief time, the 8 hours of relief time starts when the officer is relieved
from duty NOT when the actual OT slip ends. (Example: an officer is receiving a guaranteed minimum
number of hours, but is relieved after 2 hours — the relief time starts at the end of the two hours not the four
hour slip)

**kxExceptions to these limitations on maximum hours may be made only by supervising officer in the
interest of public safety, specifically: Court Appearances and Mandatory Overtime; or any Public Necessity
as determined by the Bureau Chief.

EXPLAINED:
This rule change requires officers to be rested for a period of at least eight hours if they have been ordered to
work more than 18 hours in a twenty (24) hour period. Officers who are ordered, officers who are ordering
and district clerks all have responsibilities when an officer is reaching or has reached this threshold:
Ordered Officers:
The Officer is required to immediately notify the supervisor ordering him to work that the ordered
overtime will cause the officer to exceed eighteen (18) hours in a twenty-four (24) hour period.
Additionally, the Officer shall notify the supervisor of any court summons for which the officer is required
to appear the next morning. Officers already approaching the 18 hour limitation and already summonsed to
court the following morning shall not be considered for ordered overtime, unless the to-be-ordered-list has
been exhausted.

The Officer shall submit a Form 0069-BAT-0615 (See Attached) to the ordering supervisor
documenting the hours worked and hours scheduled to be worked.

Ordering Supervisors:

If the supervisor determines that the Officer is still required to work (after considering the hours already
worked and the hours to be worked in the future including court summonses, and in order to ensure that the
Officer is properly rested after working beyond the eighteen (18) hours in any given twenty four (24) hour
period), the following applies:
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The ordering supervisor must fill out the second half of the Form 0069-BAT-0615documenting (in detail)
the reason why that officer was required to work the ordered overtime causing them to work beyond 18
hours and determine the time in which the officer is required to report for duty following the relief period.

Following that ordered overtime, there must be eight (8) hours of relief or scheduled time off prior to
reporting for any work. Officers receiving relief time must use the appropriate code designating their relief
time. During this relief time, the officers may not work any assignment, including, but not limited to
regularly scheduled tour of duty, overtime, paid details, working in (W/I), union business, outside
employment). Under no circumstance will an officer get more than eight hours of relief.

The ordering supervisor shall notify the Commanding Officer, the relieving Supervisor and the Chief
Clerk’s office of any officers affected by this order to ensure that appropriate staffing levels are maintained.
For officers receiving the eight (8) hours of relief time, the paperwork submitted must contain the
following items and shall be forwarded to the Commanding Officer, with a copy left for the Clerks to note
the relief on the BAT:

a. Form 0069-BAT-0615
b. To-be-ordered list
c. supporting documents (i.e., copy of overtime and/or detail slip).

Clerks:

Clerks shall code the time off as RT “Relief Time” on the Daily Time and Attendance Sheets. Relief
Time is hours an officer is paid but not required to work to ensure eight hours of rest. Relief time may
only be granted when an officer has been ordered to work. Time an officer is already off shall be factored
into the computation of Relief Time hours to be granted. Additionally, when replacing officers on RT
“Relief Time”, clerks shall use the Replacement Overtime Code: 133 “Sworn Relief Replacement
Overtime.”

Shift Commanders:
Shift Commanders shall be responsible for all information conveyed about Relief Time and any need to
hire additional officers.

Commanding Officers:

Commanding Officers will forward copies of all relevant reports (i.e. overtime slips, detail slips, W/I slips,
to-be-ordered-list and all other relevant documents) to the Bureau Chief of the officer who will be receiving
the relief time.

Sec. 11 GROOMING: All uniformed personnel when reporting for duty shall be properly groomed. Hair
shall be neatly trimmed and not overhanging a shirt collar. Side burns may not extend below the bottom of
the ear and shall be straight and neatly trimmed and not be allowed to flare out from the ear. In no case shall
the bulk of the hair interfere with the proper wearing of uniform headgear. If a beard or mustache is worn, it
shall be well groomed and neatly trimmed at all times in order not to present a ragged appearance. Full and
partial beards are authorized, but patchy, spotty clumps of facial hair are not considered beards and as such
are not permitted. The bulk of the beard (distance that the mass of facial hair protrudes from the skin of the
face) shall not exceed one-half an inch. The length of the individual facial hair shall be limited to three
quarters of an inch. No portion of any mustache will extend below the lip line of the upper lip. Police
officers, while in uniform, shall not wear earrings or ear-studs; nose-studs; or any type of necklace chain or
medallion outside of a uniform shirt, blouse or jacket.
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Sec. 12 SLEEPING ON DUTY: Employees shall remain awake and alert while on duty.

Sec. 13 USE OF ALCOHOL AND TOBACCO ON DUTY: Employees shall not drink alcoholic beverages
when on duty unless it is necessary to gain evidence and upon the order of a superior officer. Employees
shall not appear for duty or be on duty while under the influence of alcoholic beverages to any degree
whatever or have an odor of alcohol on their breath. Employees shall not smoke or chew tobacco while in
uniform, when in view of the public, or when in contact with the public. (This is not meant to prohibit
smoking in a sector car, wagon, or unmarked car.) No employee shall smoke or chew tobacco when in direct
contact with the public (while taking a report, conducting an interview, or making an investigation on private
property), in uniform or in plainclothes.

Sec. 14 USE OF ALCOHOL OFF DUTY: Officers while off duty shall refrain from consuming alcoholic
beverages to the extent that it results in obnoxious or offensive behavior which would tend to discredit them
or the Department or render them unfit to report for their next regular tour

of duty. Employees shall not consume alcoholic beverages in public places while wearing the uniform of
the Department or while wearing any part of the uniform which could indicate that they are employees of
the Department.

Sec. 15 ALCOHOLIC BEVERAGES ON POLICE INSTALLATIONS: Employees shall not bring into
or store alcoholic beverages in any police facility or vehicle except alcoholic beverages which are to be
held as evidence or found property which is held for safekeeping.

Sec. 16 USE OF DRUGS: Employees shall not use any prescription drugs, controlled substances, narcotics
or hallucinogens except when prescribed in the treatment of the employee by a registered physician or
dentist. When prescription drugs, controlled substances, narcotics or hallucinogens are prescribed for him, an
employee shall notify his superior officer or supervisor, in writing, before his next tour of duty of such
prescription. Prescription drugs, controlled substances, narcotic or hallucinogenic shall mean any substances
so defined in Massachusetts General Laws, Chapter 94C. A superior officer or supervisor shall, when
notified by an employee that any prescription drugs, controlled substances, narcotics or hallucinogens have
been prescribed and ingested, notify the Department physician of the quantity of the substance which the
employee reports has been prescribed and shall be guided by the Department

physician’s opinion as to whether or not the employee can fulfill his duties while under the influence of
such prescribed substance. In the event that the Department physician cannot be reached, the superior
officer or supervisor shall exercise his own best judgment as to whether or not the employee, reporting the
use of such substance, should perform his Departmental duties. Whether or not the employee does continue
to perform his Department duties shall not affect the responsibility of the superior officer or supervisor to
notify the Department physician of the use of such substance as soon as possible.

Sec. 17 POLICE SERVICE: Employees, while on duty, shall promptly respond to all persons requesting
service, insofar as it is within their duties and is consistent with Department rules and policies.

Sec. 18 PERSONAL BUSINESS: Employees of the Department shall not engage in personal business
while on duty and shall avoid all activities not relating directly to their Departmental responsibilities.

Sec. 19 STATEMENT OF OPINION: Employees shall not publicly criticize or ridicule the Department,
its policies, or other employees by speech, writing, or expression in any other manner when such speech,
writing or other expression is defamatory, unlawful, interferes with the maintenance of discipline, or is
made with reckless disregard of its truth or falsity.
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Sec. 20 SELF IDENTIFICATION: General Law, Chapter 41, Section 98D, requires every officer to carry his
identification card with photograph and exhibit this card upon a lawful request for purposes of identification.
Any officer, acting in his official capacity, shall give his name, rank and badge number, in a civil manner to
any person who may inquire unless he is engaged in an undercover police operation and his physical safety
or the police operation would be jeopardized by his making such identification. Civilian employees, while
engaged in their Departmental duties, shall identify themselves in a civil manner to any person who may
inquire as to their identity and status within the Department.

Sec. 21 CHARITABLE SOLICITATIONS: Employees, while on duty or in uniform, shall not solicit from
the general public money, gifts, or other things of value for charitable or testimonial purposes nor otherwise
use their identity as police officers for such purposes.

Sec. 22 GIFTS AND GRATUITIES: Employees of this Department shall not solicit, seek or accept any gift
or gratuity, including food, drink, admissions to public transportation or public amusements, for themselves
or others, from an individual, merchant, or business establishment, when it can be construed to involve their
position as an employee of the Boston Police Department. Employees of the Department or their agents or
persons/corporations/associations, etc., at their request/direction shall not seek, solicit or accept contributions
in any form whether moneys, goods or sponsorships from any individual, firm or corporation licensed in
whole or in part by the Commonwealth of Massachusetts, the City of Boston, or any political subdivisions
thereof. Employees shall immediately report to their commanding officer, in writing, any offer or attempt to
offer any gift or gratuity when it can be construed to involve their position as an employee of the Boston
Police Department.

Sec. 23 DEPARTMENTAL REPORTS — TRUTHFULNESS: Employees shall submit all necessary reports
on time and in accordance with established Departmental procedures. Reports submitted by employees
shall be truthful and complete. No employee shall knowingly enter, or cause to be entered, any inaccurate,
false or improper information.

Sec. 24 CONFLICT OF INTEREST: Employees shall comply with the provisions of General Law,
Chapter 268A and St. 1909, Chapter 486, Section 8, the conflict of interest statutes.

Sec. 25 REPORTING LAW VIOLATIONS: All officers shall report in writing to their Commanding
Officer all information that comes to their attention concerning organized crime, vice, gaming, liquor or
narcotic violations, all felony violations of the criminal statutes of the Commonwealth, and violations of
the conditions of any license which have been issued to persons or premises.

Sec. 26 REWARDS: Employees may be permitted by the Commissioner, at his discretion, to receive rewards
with a monetary value tendered for services rendered in the discharge of their duties which are especially
meritorious or otherwise in the public interest. In each and every case, application must be made in writing to
the Commissioner for permission to give or receive any reward.

Sec. 27 ABUSE OF PROCESS — WITHHOLDING EVIDENCE: Officers shall not intentionally
manufacture, tamper with, falsify, destroy, or withhold evidence or information nor make any false
accusations of a criminal charge or seek to influence the outcome of any investigations.

Sec. 28 RECOMMENDATIONS OF SERVICE: Employees shall not recommend or suggest in any manner
except in the transaction of personal business, the employment or procurement of a particular product,
professional service, or a commercial service, including, but not limited to, the services of an attorney,
bondsman, bail commissioner or funeral director, an ambulance service or a towing service. In the case of an
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ambulance or towing service, when such service is necessary and the person needing the service is unable or
unwilling to procure it, the officer shall proceed in accordance with established Department procedure.

Sec. 29 ENDORSEMENT OF COMMERCIAL PRODUCTS: The Department does not endorse
commercial products or allow its facilities to be used for such endorsements. Departmental personnel shall
not make any endorsements of commercial products in their capacity as members of the Department.

Sec. 30 POLITICAL ACTIVITY: Employees shall be permitted to: Register and vote in any election.
Express opinions as private individuals on political issues and candidates, subject to the provisions of
Section 19 of this Rule. Attend political conventions, rallies and similar political gatherings as private
individuals. Sign political petitions as private individuals. Become candidates for election to an office of any
town or city, other than the City of Boston, in any county other than Suffolk County, or other local or
regional office which are not prohibited by Section 31 of this Rule. Hold membership in a political party and
participate in its functions to the extent consistent with law and with these rules. Participate fully in public
affairs to the extent that such endeavors do not impair the natural and efficient performance of official
duties, or create real or apparent conflicts of interest.

Sec. 31 EMPLOYEES NOT ON LEAVE OF ABSENCE PURSUANT TO SECTION 32 OF THIS
RULE ARE PROHIBITED FROM:

* Becoming a candidate for election to or holding any office of the City of Boston, Suffolk County, the
Commonwealth of Massachusetts or the Federal Government.

* Using their official capacity to interfere with or affect any election.

* Engaging in the direct or indirect solicitation of funds for political candidates, political campaigns,
political parties or political organizations.

* Soliciting votes in support of or in opposition to any candidates in any way which would identify an
employee as a member of the Boston Police Department.

» Engaging in any political activities prohibited by federal law, state statute or municipal ordinance.

* Except for the Police Commissioner and/or his or her designee[s] when acting in their official
capacities, publicly endorsing or opposing political candidates and/or issues in any way which would
cause a reasonable person, having knowledge of the relevant circumstances, to conclude that the
employee was acting in his or her official capacity as a member of the Boston Police Department.
No bargaining unit member shall be compelled to act as the “designee” under this provision. Under
no circumstances shall a member of the Department, other than the Commissioner and/or his or her
designee acting in their official capacity, appear in uniform on behalf of a political candidate or on a
political issue, whether on or off duty.

» Utilizing public resources (e.g., office equipment, vehicles or staff) for political campaign activity.
Political Contributions: Pursuant to state and federal law employees may make political financial
contributions with the following exceptions and limitations:

* An employee may make campaign contributions to state or local candidates or to candidate’s
committees so long as the total of all contributions for the benefit of any one state or local candidate
and the candidate’s committee does not exceed $1,000.00 in any calendar year.

* An employee may, in addition, make contributions for the benefit of state or local political party
committees, whether elected or non-elected, (e.g., the democratic state committee) so long as the total
of contributions for the benefit of any one state or local political party committee does not exceed
$5,000.00 in any one calendar year.

* The aggregate of all contributions from any one employee to all such state and local candidates and

candidate’s committees shall not exceed $12,500.00 in any one calendar year. * An employee may make

contributions without limitation to state and local ballot question committees.

* An employee may make campaign contributions to federal candid